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File Edit View Favorites

Tanks

Advanced  Help

Qe - ©) - \_?|/.-]Search || Folders |

Address [ Netwark Connections

Network Tasks

| Create & new connection

) Setup a home or small

office network
@ Change Windaws Firewsl

settings
See Also

j) Network Troubleshooter

Other Places

O Control Panel
€ Py Network Places

Internet Gateway

| Internet Comnection
Conrected
Internet Connetion

LAN or High-Speed Internet

™ Local Area Cornection
. 'd Connected, Firewalled

M _ Realbek RTLB1GE/ME111 PCIE .,
(- ealtel i

" Wireless Network Connection
. Mot connected, Firewalled
T g InteliR) PROMircless 399508 .

™ 1394 Connection
. Connected, Firewalled
[l

/A 1394 Met Adapke
] et Adapter

G@'!2)!JB0@ [T@ E$ @

Disable
Status
Repair

Bridge Connections

Zreate Shorkcut
Delete
Rename

B
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General I Authentication | Advanced |

Connect using:

Ig Fealtek RTLE163/8111 PCI-E Gigabi

Thiz contection uzes the follawing items:

S Mebvaork, M omitor Driver ;I
%= Microsoft TCRAP version §

4 |

Ingtall... Wrirstall | Fropertiez |

— Description

Transmizzion Contral Protocal/Intermet Pratacal. The default
wide area network protocol that provides communication
across diverse interconnected networks.,

¥ Show icon in notification area when connected

[+ Motify me when this connection has limited or no connectivit

2

Ok, Cancel

Internet Protocol (TCP/IP) Properties

General | &emate Configuration|

You can get [P settings assigned automatically if your nebwork. supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate IP settings.

(@ Obtain an IP address aub:lmalic:aly)a
() Use the following P address: ] b

L

(@ Obtain DNS server address automaticaly ) &
() Use the following DNS server addresses: b

[ ok ][ cancel .]
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The Setup Wizard will guide you step by step through a basic configuration procedure.

) ES$ J'<K Lo FB

@ ! E$ A I ! @! $FM &

'5',-( B 1 I @8H $ @! $FB $ %

I @ 8%

Please choose the Operation Mode.

AP Router Mode: AP Router is the most common Wireless LAN
device with which you will work as a Wireless
LAN administrator and Internet Access Point.
AP Router provides clients with a point of
access into the Internet.

€ AP Repeater Mode: AP Repeater Mode provides a wireless
upstream link into a network instead of being
hard-wired to the network and using its
Ethernet port.
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Pleasz choose your servee type or select Others to setup WAN configurations manually.

o [ sevee | oeorwior |

&% @' $FB @9% % )'$ # 1 ' F

#) 1@ $ A AF ! ) E$ J'<-

Please, enter the data which is supplied by your ISP.

Login Method: [ Dynamic IP Address ]

&$ @! $FB ' K$ @! $ FM | @ 8% ) E$ J'<K
$




Please choose the security level in the security bar

Lowes NN | liighest

Encryption method: Hone
Ruthentication Type: Hone
Please input S55ID in the following box.

[EnGeniuscCDD10

I 80%( " @A S$IF

) E$ J'<K $

System Configuration:

Operation Mode : AP Router

WAN Configuration:

Connection Type : Dynamic IP

WLAN Configuration :
SSID : EnGeniusCCDD10
Disabled

WLAN Router setup successfully. Please click reboot button to reboot system.
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ff‘ Blank Page - Windows Internet Explorer

LA |& hitpsjnoz.168.0.

File Edit Yiew Favorites Tools  Help

T:? & (_)Connectlng.‘. | |

Connect to 192.168.0.1 2x

@n
-

The server 192,168.0.1 at Default: sdrminfadmin requires a
username and password,

‘Warning: This server is requesting that your username and
passward be sent in an insecure manner (basic authentication
without a secure connection).

Uset name: Iﬂ | j

Password: I

I Remember my password

crea_|

(@ <Z [ Z [

@

$IA

B Z

8/H@




Connect to 192.16 1
=
2,
l_n.l \}

The server 192,168.0,1 at Default; adminfadmin reguires a
username and password,

‘Warning: This server is requesting that wour username and

password be sent in an insecure manner (basic authentication
without a secure connection),

User name: Iﬁ admin j

Passward; | [T Y]

Ok I Zancel |

)E$! B JNK TA ] I @' $FB
1 QYA % %! '@ @ $ \W

3G Wireless Router

-

| Status J ¥ ‘ Schedule |Event Log | Muonitor |Lanuae

EnGenius

ESRG6650

You can use the Status page to monitor the connection status for the WANFSLAN interfaces,
firmware and hardware version numbers, any illegal attempts to access your network and
information an all DHCP client PCs currently connected to your network.

Wizard Model Wireless Network Broadband Router

System

Mode AP Router

Internet Uptime 17 min 13 sec

. Current Date/Time 2008/01/01 00:17:19
Wireless

Hardware version 0.0.1
Firewall Serial Number 000000001
Kernel version 1.0.3

Advanced Application version  1.0.3

Tools WAN Settings LI

((( A ))) ACKER :
Aﬂ::;z::m GHIELD




+/+  +0-(

0)-2
-,-0)
% | ! $
0)-'2L AS$ K $@ !
A B S Al $ |
Model
Mode
Lptime
Current Date/Time
Hardware version
Serial Mumber
Kernel version
Application version
--3.8)L % FB J
b ' F' | @8H%@
AFH! F#) | F A (
Attain IP Protocol
IP address

Subnet Mask
Default Gateway
MAC address
Primary DMNS

I H !

$ @!JB

FBL I S HIL

FM

35 Wireless Router
&P Raouter

17 min 13 sec
20090120 00:12:15
0.0.1

oogoooool

1.0.3

1.0.3

%!- .0!

%

Dynamic IP Address
10.0.174.13
255.255.254.0
10.0.175.254
00:AABB:CC:DD:11
10.0.200.101,10.0.200.102

8*( #
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LAN Settings

IP address
Subnet Mask
DHCP Server
MAC address

'--3.8)L FB @'!
I @! $ FM H@
L @'! FB B @
WLAN Settings |
Channel
S5ID 1
ESSID
Security
BSSID
* FB 0%( @! $ FM 0*(
$% @ @1@ ! % @
A AQ@QY @ $ s
% !
JE$! B J 55:0K A @!

FB $

0%( $IFB A

192.158.0.1
255,255.255.0
Enabled
00:AA:BB.CC:DD:10

$FM S 80*(" &
H@! $ FM $IFH/ H
JW
11
EnGeniusCCOD10
WEP
00:AN BB CC:DD: 10
IGA FB A@YDS$
H ! @ $ Il $
H !B @! $ FM
$FM $




Status LA DHCP Schedule |Eventlog | Monitor |Lanquage

You can enahble the Broadband routers DHCP server to dynamically allocate IP Addresses to
your LaM client PCs, The broadband router must have an IP Address for the Local Area
Metwork,

LaN IP

IP address |192.168.0.1
IP Subnet Mask : |255.255.255.0
802.1d Spanning Tree ! IDisablad vl

DHCP Server

DHCP Server Enabled -
Lease time : IForE\rer v|
Start Ip [192.168.0.100
End IF : [152.168.0.200
Domain name : |mr6650
Apply Cancel |
JI(O)L 9 D ' F ! 0 &V F
] "B @ ! o*" & ! F ' @ @
@ $ @I
OE.- )GL @ @ %O $ 0*(
D / 5.38 ("L $IFB D B $!FB
I $ + % | H $ K% @% Al HH"
? (CY
? (C(L 23! $IFB D | A >) $ @ ! $3

I F'  E$ | 0%(
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| F 'R B @ @ $'@

)E$! B J55:0K A @' $FM 3

| Status | LA | DHCP |5c:hedu|e |Euenth| Monitor |Lanuae

DHCP Client Tahle :
This DHCP Client Table shows client IP address assigned by the DHCP Server

IP address MAC address Expiration Time

192.168.0.100 00:11:BB:22: 1C: 34 Farewver
Refiesh |

You can assign an IP address to the specific MAC address

I Enable Static DHCP IP

| |
833 | Resmt |

Current Static DHCP Table

IP address MAC address

Delete Selerted | Deleeall | Reset |

_foply | Cance |
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DHCP | Schedule |Eventlog | Monitor |Lanquage

You can use the Schedule page to Start/Stop the Services regularly. The Schedule will start to
run, when it get GMT Time from Time Server. Please set up the Time Server correctly in Toolbox.
The services will start at the time in the following Schedule Table or it will stop.

[ Enabled Schedule Table (up to 8)

e B S

All Time---Mon, Tue, Wed,
schedule 01 Firewall Thu, Fri, Sat, Sun 1 i

Md| Edit|  Delete Selected | Delate Al |

FM FB @! $ FB Pl AF
! @! ! @l @ @ !
)E$! B J 55:0K ! @! $ FM

| DHCP | Schedule |Event Log | Monitor |Lana

You can use the Schedule page to Start/Stop the Services regularly. The services will start at
the time in the following Schedule Table or it will stop.

Schedule Description : Ischedule 02

[ Firewall I Power Saving

[ Every Day
T Mon™ Tuel™ wedlT Thul™ FrilT sat[” Sun

[T All Day (use 24-hour dock)
From [0 o To |0 3l

Time of day :

_Apply | _Cancel |

AF
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| Schedule | Event o_q Monitor

You can use the Schedule page to Start/Stop the Services regularly. The Schedule will start to
run, when it get GMT Time from Time Server. Please set up the Time Server correctly in Toolbox.
The services will start at the time in the following Schedule Table or it will stop.

[ Enabled Schedule Table (up to 8)

o o B RS

All Time---Mon, Tue, Wed,

schedule 01 Firewall Thu, Fri, Sat, Sun L
- All Time---Mon, Tue, Wed,

2 schedule 02 Power Saving Thu, Fri, Sat, Sun L
Power All Time---Mon, Tue, Wed,

SETSI Saving+Firewall Thu, Fri, Sat, Sun L

_| ﬂl Delete Selected Delete Al

Applyl Cancel |

@ !

E$ E$
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| Status | ; |5|::hedule |EventLu| Monitor | nquage

Wiew the systemn operation information.

day 1 00:02:16 [SY¥3ITEN]: WAN, Alutowatic Detection -
day 1 00:00:54 [SY3ITEM]: DHCP Serwver, Sending ACE of 1592.165.0.100

day 1 00:00:51 [SYITEMN]: DHCP Serwver, Sending ACEKE of 152.165.0.100

day 1 00:00:18 [SYSTEMN]: WAN, No PHY Link

day 1 00:00:18 [ZY¥3ITEM]: WAM, start DHCP mode

day 1 00:00:17 [SY3ITEM]: WAMN, =stop DHCP mode

day 1 00:00:16 [3Y¥Y3TEM]: WAMN, =top DHCP mode

day 1 00:00:15 [SZY¥ITEM]: HTTP, =tart

day 1 00:00:14 [3YSTEM]: MNET, start Firewall

day 1 00:00:14 [SY3ITEMN]: WET, start NALT ;I

Save Cleax Refresh
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| Schedule |Event log | Monitor |Lana

You can monitor the bandwidth in different interface. This page will refresh in every five
seconds.

Bandwidth Monitor (WAN) Bandwidth Monitor (WLAN)

TIE

-le:

| R 557
KB 1.09B | KBps 946 50KB
¥ mTx PS200 mTx

1.11KB 894 73KB
| 199 i
0
20 3 40 10 20 30 40 50
Seconds Seconds
80,8
L 1
AS L @ I $ B! %!

| Status | LA ; |5|::hedule |E'u'ent Lu| Monitor | Languange

You can select other language in this page.

Multiple Language : E Choose o lameuaze i

row languaze
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3G Wireless Router

FnGenius e

ESRG6G50

System
Wizard The Setup Wizard will guide you step by step through a basic configuration procedure,
Internet

Wireless

Firewall

Advanced

&=
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Yiew the current internet connection status and related information.

WAN Settings

Attain IP Protocol PPPCE

IP address 1158.161.71.133
Subnet Mask 255.255.255.255
Default Gateway 1128.161.64.254
MaC address 00 A5BR:CC:11:03
Primary DMHS 168.95.192.1,168.95.1.1

Commert Dhisoonmest
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| Status DynamicIP| StaticIP | PPPOE = PPTP

You can select the type of the account you have with your ISP provider,

poane: |

Applyl Cancel |

4)-2L ) @ !
JI(O)L I F#)% K @'@ A AF
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Status namic: IF'| Static IP PPPOE

You can select the type of the account you have with your ISP provider.

[174.123.80.90
[255 255 255 255
[172.123.50.254
[174.123.80.1

||

$

@3$! %

Cancel |
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Status namic: IP| Static IP PPPOE

You can select the type of the account you have with your ISP provider,

froee
|
|1f192 {E12<=MTU Yalue<=1492)
IKeep Cannection j

|1EI (1-1000 Minutes)

Carncel |

+83.M )T+(L . $ $% T $G $ A AF
'(C34' 2L @ @'

<3202 (,.)23))3+. .3-> @L & I %J @ (B @ 'B

N '@ ! A
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Status namic:IF'| Static IP | PPPOE | PPTP

&

)

You can seleck the type of the account you have with your ISP provider.

WAaN Interface Settings :

WAN Interface Type : |D3fnami£ IP Address v |
|
MAC Address: [000000000000 Clone Mac |

PPTP Settings :

o
T

|o —
[0 (512<=MTU value<=1432)
oo

[0 (1-1000 Minutes)

@ "+ @!JB $ Lo !
'@ A AF * $! E$ @
B! "+ @ @ !

E$! B J 55:0K A @!'$FM @!'@ A

AF
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Status mic IP| Static IP PPPoE PPTP

You can select the type of the account you have with your ISP provider.

Pin Code :

Dial Number :

T

=

= ]

A HEIE 3

® & =

] L1} E Q
8 a
=5 (7]

1400 (512<=MTU Value ==1492)
Authentication type : Auto -

Keep Connection -

Idle Timeout : (1-1000 Minutes )

[Apply” Cancel ]
3. +/'L I @ %ot $@ B H '@ %
+/'L I @ # A
3, 02E'(L (@ % ! @ @ A
)'( ,2'L ) $8% (@ % ! @ @ A
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| Basic |A|:Iuanc:ed|5r;~.c:urit| Filter | WPS |ClientList| Policy

This page allows you to define S5ID, and Channel for the wireless connection, These parameters
are used for the wireless stations to connect to the Access Point,

oo |

@ Enable © Disable

EXTTTTI

P

Croe

3L > $ I 80%(
L @! ! g
%. /L =@Y @'! B 80%
21>%@L @'! B! B
21> @L @'! B! B
WU@L $ A ! M $
21> @L @'! B! B
AWRUU@L $ A | M H
JEL & $ D1 R
R A@Y $ K !
VL D!  $80%' L@
.D IGA L@ $ D

B : @! $IF

=
CEnable @ Disable

A
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H @ 1

H @ !
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| Basic Advanced | Security Filter PS Client List Policy

This page allows you to define S5ID, and Channel for the wireless connection, These
parameters are used for the wireless stations to connect to the Access Paoint.

@ Enable C Disable

[rrcrGwn
=

TV
C Enable @ Disable

ETT R

oo
e
o> |
TR

SEt Security
bosly | o |
N0 VL L) “ v 1 @ AK!IE$ @
8.' $ K 1 %] DI A
“403-0L . ! @! $FM S IF! $ ! @

W B $ @ 8*'a8™ 'a
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|.n.dvanc:ed|Sec:urit| Filter | WPS |CIientList| Policy

These settings are only for more technically advanced users who have a sufficient knowledge
about wireless LAN, These settings should not be changed unless you know what effect the
changes will have on your Broadband router,
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| Advanced | Security | Filter WPS | Client List | Policy
This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption
Keys could prevent any unauthorized access to vour wireless network.
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IWPA pre-shared key;l
& OWPA(TKIP)  WPAZ(AES)  WPA2 Mixed
[Fassphrase 3]
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| Basic |'dvanced | Security Filter WPS Client List | Policy =

For security reason, the Access Point features MAC Address Filtering which only allows
authorized MAC Addresses to associate with the Access Point.

[T Enable Wireless Access Control
Add | Reset |

MAC Address Filtering Table:

Delete Selected | Delata All | ‘Reset |
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 Advanced | Security | Filter |

WPS

N - co-be

Wi-Fi Protected Setup Information

WPS Current Status: unConfigured

Self Pin Code: 34259368

ESL = c-niusccoD1o
Authentication Mode: EsIEELIE]

Client List | Policy

Passphrase Key: |
WPS Via Push Button:

Start to Process |

WPS via PIN: I ‘Start to Process
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| Basic |Advanced | Security | Filter | WPS |clientList | Policy

WLAN Client Table :

This WLAN Client Table shows client MAC address associate to this Broadband Router

MAC address Signal (%) Idle Time

EnGeniusCCOD10 00:0C:43:28:70:00 100 5 secs
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| dvanced | Security | Fitter | WPS |cClientlist | Policy

SSID 1 Connection Control Policy

WAN Connection IEnabIe 'l
Communication between Wireless clients IEnabIe "l
Communication between Wireless clients and Wired clients IEnabIe 'l

AppTyl Cancel |
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| Enable |Advanced| DMZ | DoS |MACFilter IP Filter |URL Filter

Firewall automatically detects and blocks Denial of Service (Do5) attacks. URL blocking, packet
filtering and SPI (Stateful Packet Inspection) are also supported. The hackers attack will be
recorded associated with timestamp in the security logging area.

Firewall : @ Enable  Disable
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| Enable | Advanced | DMZ | DoS | MACFilter IP Filter |URL Filter
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MAC Filter | IP Filter | URL Filter

If you have a local client PC that cannot run an Internet application properly from behind the

NAT firewall, you can open unrestricted two-way Internet access for this client by defining a
Virtual DMZ Host.

[T Enable DMZ

| j |F‘Iease select a F‘C_ﬂ

Apply | Cancel
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| Enable |Advanced | DMZ DoS |MAC Filter | IP Filter |URL Filter

The Firewall can detect and block DOS attacks, DOS (Denial of Service) attacks can flood yvour
Internet Connection with invalid packets and connection requests, using so much bandwidth
and so many resourcess that Internet access becomes unavailable.

Block DoS : ¥ Enable  Disable

38+B 'L E$ $ !
34, 38 (+2 L 281 1 H 8*( B
E$ E$ E$ FB $

+(- 4L E$ #oo"

0.4 :++/L ES$ . HH

%



3:-'(

A@YES | @ @ $3%% ! AF  @FM !
JH 8H H7+ @H % ! ! %
s o*( =@y @! E$ @ $ B

@ AF

|»

| Enable | Advanced | DMz DoS  MAC Filter | IP Filter |URL Filter

MAC Filters are used to deny or allow LAN computers from accessing the Internet.

[C  Enable MAC filtering

& peny all dients with MAC address listed below to access the network
i Allow all clients with MAC address listed below to access the network

Add | Reset |

MAC Filtering table:

| NO. |  Description | LAN MAC Address
[Jelete Gelacied | Helete Al | Resei‘.l
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| Dos |MACFilter | IP Filter |URL Filter

IP Filters are used to deny or allow LAN computers from accessing the Internet.

[T Enable IP Filtering Table

¥ Deny all clients with IP address listed below to access the network
" Allow all clients with IP address listed below to access the netwaork

|
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URL Filter

| Enable | Advanced |

You can block access to certain Web sites for a particular PC by entering either a full URL

address or just a keyword of the Web site

[T Enable URL Blocking

T |
M Resetl

Current URL Blocking Table:

[NO. | URL/keyword | Select |

1 hello ]
Delete Selected |  Delete All | Reset |
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NAT | Portmap. | Portfw. @ Porttri | ALG | Routing

NAT(Network Address Translation) involves re-writing the source and/or destination addresses
of IP packets as they pass though a Router or firewall, NAT enable multiple hosts on a private
network to access the Internet using a single public IP address.

NAT: @ Enable  Disable
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NAT Port map. | Port fw. Port tri. ALG

Entries in this table allow you to automatically redirect common network services to a specific
PC behind the NAT firewall. These settings are only necessary if you wish to host some sort of
server like a web server or mail server on the local network.

[C Enable Port Mapping

pescrprion: |
oo |

Addl Reset |
Current Port Mapping Table:

ol pescrpton | tocop
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| Port map. | Port fw. Port tri. ALG

You can configure the router as a Virtual Server allowing remote users to access services such
as Web or FTP at your local PC. Depending on the requested service (TCP/UDP) port number,
the router will redirect the external service request to the appropriate internal server (located
at one of your local PCs).

I Enable Port Forwarding
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